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Eng.Mohammed Abrarul

Cyber Security Advisor, Instructor & Speaker
EC-Council Circle of Excellence Award Winner for the year 2020
15+ years of experience and 15+ industrial certifications
Authorized CompTIA, EC-Council, and mile2 instructor

Professional Synopsis

A Dynamic Professional with 15 Years of experience in Network, Web & Mobile Application Security Audits.
Previously as Vice-President and Global Practice Lead at Hide Cyber Security, Riyadh, Saudi Arabia.
Organized Cyber Security Awareness Events for Majmaah University, Saudi Arabia.

Strong knowledge of ISO 27001 & 27002 Audits.

Comprehensive Knowledge of Software development Life cycle and Software testing life cycle.

Well-versed in OSSTMM For Vulnerability Assessment and Penetration Testing and OWASP for Web
Applications.

Hand-On Experience and Good knowledge in Banking, Retail & HealthCare Domains.

Developed Threat Model based on STRIDE & DREAD Models.

Active Member of OWASP (Open Web Application Security Projects) Chennai Chapter.

Excellent Communication & interpersonal skills with proven abilities in resolving complex software security
issues.

Industry Accreditation and Certifications




EC Council Certified Cloud Security Engineer (CCSE).

EC Council Certified SOC Analyst (CSA).

EC Council Certified Computer Hacking Forensic Investigator (CHFI).
CompTIA Security+ Certified Security Professional.

EC Council Certified Threat Intelligence Analyst (CTIA).

EC Council Certified Application Security Engineer (CASE)-.NET.
EC Council Certified Incident Handler (ECIH v2).

EC Council Certified Security Analyst (ECSA v9).

EC Council-Certified EC-Council Instructor (CEI).

EC Council-Certified Ethical Hacker (CEH v10).

ISTQB-Certified Tester Foundation Level.

Academic Qualification

= Bachelor of Technology(B.Tech) in Electronics and Instrumentation Engineering in 2009.

Recently Delivered Training Courses

Course Title Vendor(s Key Client(s

-Australian Government Employees
-Saudi Aramco, Saudi Arabia
-Crown Prince Court (CPC), Abu Dhabi,
UAE

Certified SOC Analyst(CSA) EC Council - Information Technology Authority
(ITA), Muscat, Oman.
-Ministry of Information
Communications & Technology (ICT),
Dhaka, Bangladesh

-AIBA Company, Albania
-Upskillfinder

-Accenture

-Wipro

Certified Cloud Security Engineer(CCSE) EC Council

-Accenture
-Ericsson
-Larsen & Toubro
CompTIA Security+ CompTIA -Knowledge Academy, Singapore,

Dubai & Hong Kong.

-Majmaah University, Saudi Arabia
-Mediterranean Shipping Company,
Italy.
-SimpliLearn USA.
-Infysec, Dubai.

e ; ; -Wells Fargo, India.

Certified Ethical Hacker v12(CEH) EC Council _UTC Aerospace, India.

-Qualcomm, India.
-Knowledge Academy, Singapore,
Dubai & Hong Kong.

-Majmaah University, Saudi Arabia
-Dot Com Systems Ltd,
Bangladesh

Computer Hacking Forensic Investigator v10(CHFI) EC Council -Knowledge Academy, Singapore,

Dubai & Hong Kong.

-Trust Bank, Bangladesh
-NTIC Expertise, Morocco
CompTIA Pentest+ CompTIA -Knowledge Academy, Singapore,

Dubai & Hong Kong.




-Trust Bank, Bangladesh
-NTIC Expertise, Morocco

7 CompTIA CySA+ CompTIA -Knowledge Academy, Singapore,
Dubai & Hong Kong.

Technology Hands-on Skills |

Description Configuration Management Troubleshooting Training |
1 Splunk SIEM v v v
v
2 Seceon SIEM v v v
3 Tenable Vulnerability Management v v v v
System
4 Rapid 7 InsightVM Vulnerability v v v v

Management System

Professional Memberships

= Institution of Engineers(IEI)-India
* Saudi Council of Engineers

Major Consulting Projects |

# Project Title Country Client Category Year
ISO-27001 Gap Analysis, Implementation
1 and Certification Saudi Arabia Government Entity 2022

ADAA -The National

2 Network Review Saudi Arabia Center for Performance 555 oy
Management

3 Network Penetration Testing Saudi Arabia Safe Decision 2022

4 Seceon SIEM Implementation Saudi Arabia Riyadh Hospital 2023-Now




Skills

Operating System: MS-DOS, Windows, Linux

Security Tools: BackTrack, Metasploit, Kali Linux, IBM Rational App scan, Acunetix, HP Web Inspect, Burp Suite, Nmap,
Nessus, SOAP Sonar, SqlMap, Havij, Qualsguard, Xenotix XSS, OWASP ZAP Proxy, Wireshark, Process Monitor, Olly
debugger, OWASP CSRF Tester, Process Explorer, Netstumbler (wireless).

DBMS: ORACLE, MS- SQL

Web Technologies: HTML, XML

Languages: C,Java, Java Script, Perl

Defect Tracking Tool: HP Quality Center, JIRA

Experience Summary

= Title: Penetration Testing & Security Audits for EPS IT Infrastructure
Conducted Penetration Testing & Security Audit for EPS IT Infrastructure and its Website.
= Title: Implementation of Security Appliance (FortiGate 80C) for EPS.

Configured &Managed FortiGate 80C Firewall as per company policy or, i.e., tuning URL filter,
Anti-spam, antivirus etc.

= Title: Vulnerability Assessment and Penetration Testing of Mobile Application for Large Telecom Client in
Singapore (SingTel)

Conducted VA/PT, Source Code Review of Mobile Application of a Large Telecom Client in Singapore.

Noteworthy Milestones

e Awarded with “2020 EC-Council Instructor Circle of Excellence Award”.
e Official EC-Council & CompTIA Instructor.

e Conducted CSA, CPENT, CASE-.NET, CEH v10, ECSA v10, ECIH v2, CHFI v9, CTIA and CompTIA Security+,
Pentest+ Training in Oman, Abu Dhabi, Singapore, Malaysia, Dubai, Bangladesh & Hong Kong.

e Trained more than 15,000 plus Professionals in Cyber Security domain.

o Ethical Hacker Trainer for Ministry of Micro Small & Medium Enterprises (MSME), Chennai.

Clients

Saudi Aramco, Dhahran, Saudi Arabia.
Crown Prince Court (CPC), Abu Dhabi, UAE.
Accenture, Mumbai.

SimpliLearn, Bangalore.

Ericsson, Bangalore.

Majmaah University, Majmaah, Saudi Arabia.
Trust Bank, Dhaka, Bangladesh.

Robi Axiata Limited, Dhaka, Bangladesh.
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Larsen & Toubro, Mumbai, India.

10. Corporation Bank, Mangalore, India.

11. Wells Fargo, Bangalore, India.

12. Information Technology Authority (ITA), Muscat, Oman.




13.
14.
15.
16.
17.
18.
19.
20.
21.

Ministry of Information Communications & Technology (ICT), Dhaka, Bangladesh.
Government Civil Airlines Authority (GCAA), Abu Dhabi, UAE.

QUALCOMM, Hyderabad.

Dot Com Systems Ltd, Malaysia & Bangladesh.

Knowledge Academy, Singapore, Dubai & Hong Kong.

UTC Aerospace, Bangalore

Wipro, Chennai.

National Skill Training Institute (NSTI), Dehradun, India.

Sify Technologies Limited, Chennai, India.




